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Introduction

HP Systems Insight Manager (HP SIM) is a robust, full-featured infrastructure management tool.  This
paper discusses how to use HP SIM for managing inventory data from your HP-UX servers.  Topics
discussed are:

Configuring the managed servers
Configuring the Central Management Server (CMS)
Collecting inventory data
Mining inventory data

Experts in scripting and HP-UX Software Distributor commands can take advantage of the Appendix,
where it is explained how to use HP SIM to make managed server setup easier.

This paper assumes that HP SIM, and all required components, are installed and functional on the
CMS.

Configuring the managed servers
Managed server setup is dependent on the version of HP-UX running on the server. This setup must be
performed on each HP-UX managed server to collect and manage inventory information.

HP-UX11iv1 – SNMP, WBEM
WBEM–Install and configure WBEM services and WBEM providers.

1. Install WBEM services,”WBEMSvcs� , if not previously installed.

2. WBEM providers “WBEMSvcs” for 11iv1 are available at

HP SIM website, http://www.hp.com/go/hpsim. At the website, click Download HP SIM, then
click HP SIM–HP-UX, and scroll down to the section titled, Supporting Software for Managed
Systemsto find the list of WBEM providers. Some WBEM providers require root account access
for the data to be collected, so login as root when installing the providers.

SNMP– Change the read community string and trap destination to forward the information to the
CMS.

1. Stop the SNMP daemon

%/sbin/init.d/SnmpMaster stop

2. Edit /etc/snmpd.conf file

and add an appropriate get-community-name pertaining to the CMS

3. Start the SNMP daemon:

%/sbin/init.d/SnmpMaster start

DMI – Add the DNS name of the CMS to the dmiMachines file.

1. Stop the DMI daemon:

%/sbin/init.d/Dmisp stop

http://www.hp.com/go/hpsim
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2. Edit

/var/dmi/dmiMachines

And add the DNS name of the CMS

3. Start the DMI daemon

%/sbin/init.d/Dmisp start

HP-UX11iv2 – SNMP, WBEM
WBEM– Install and configure WBEM services and WBEM providers.

1. Install WBEM services, WBEMSvcs, if not previously installed.
2. WBEM providers “WBEMSvcs” for 11iv2 are available at HP SIM website,

http://www.hp.com/go/hpsim. At the website, click Download HP SIM, then click HP SIM-HP-UX,
and scroll down to the section titled, Supporting Software for Managed Systemsto find the list of
WBEM providers. Some WBEM providers require root account access for the data to be collected,
so login as root when installing the providers.

SNMP– Change the read community string and trap destination to forward the information to the
CMS.

1. Stop the SNMP daemon:

%/sbin/init.d/SnmpMaster stop

2. Edit /etc/snmpd.conf file

and add an appropriate get-community-name pertaining to the CMS

3. Start the SNMP daemon:

%/sbin/init.d/SnmpMaster start

Note: For 11iv2, DMI is only supported on releases prior to September 2004. For later 11iv2
releases, WBEM is the supported solution for data collection.

HP-UX 11iv3 – SNMP, WBEM
WBEM– Install and configure WBEM services and WBEM providers.

1. Install WBEM services, WBEMSvcs, if not previously installed.
2. WBEM providers “WBEMSvcs” for 11iv3 are available at HP SIM website,

http://www.hp.com/go/hpsim. At the website, click Download HP SIM, then click HP SIM-HP-UX,
and scroll down to the section titled, Supporting Software for Managed Systemsto find the list of
WBEM providers. Some WBEM providers require root account access for the data to be collected,
so login as root when installing the providers.

SNMP– Change the read community string and trap destination to forward the information to the
CMS.

1. Stop the SNMP daemon:

%/sbin/init.d/SnmpMaster stop

2. Edit /etc/snmpd.conf file

and add an appropriate get-community-name pertaining to the CMS

http://www.hp.com/go/hpsim
http://www.hp.com/go/hpsim


4

3. Start the SNMP daemon:

%/sbin/init.d/SnmpMaster start

Configuring the CMS
Now that the managed servers have the correct software installed and configured, there are a few
items that need to be configured on the CMS so that managed server data can be collected. You can
use the HP SIM GUI or the HP SIM CLI.

HP SIM GUI
Sign in to HP SIM through a browser to access the HP SIM GUI.  Here, you will configure the
credentials for accessing SNMP and WBEM data on the managed servers, as well as enabling the
SNMP, WBEM, and DMI protocols on the CMS.

1. Select OptionsProtocol SettingsGlobal Protocol Settings.

2. Under Default ping settings:

a. Select either ICMP or TCP for the ping protocol.

b. Enter a ping timeout value if you want a value different from the default.

c. Enter a retry count if you want a value different from the default.

3. Under Default WBEMsettings:

a. Select the Enable WBEMcheckbox.

b. Enter the “Default connection timeout” value if you want a value different from the
default.

4. Under Default SNMP settings:

a. Select the Enable SNMPcheckbox.

b. Enter values for the default timeout period and default retry values if you wish to use
values different from the default values provided.

5. Under Default DMI settings, select the Enable DMIcheckbox only if there are managed servers that
have HP-UX 11.11 and 11iv2 releases prior to September 2004 installed. Otherwise, be sure this
checkbox is not selected.

6. Click OK.
7. To provide credentials, select OptionsSecurityCredentialsGlobal Credentials.

a. Under Sign-in Credentials, enter appropriate credentials for WBEM.

b. Under SNMP Credentials, enter appropriate community strings for SNMP.

8. Click OK.

HP SIM CLI
Before adding systems to HP SIM, protocols used to talk to the managed systems must be setup and
configured.  The command mxglobalprotocolsettings enables you to set most of the protocol
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settings available in HP SIM.  The command mxnodesecurity enables you to set WBEM and
SNMP credentials.  Both commands accept XML formatted data, either from a file or from the
command line, and sets the global protocol settings accordingly.

Refer to the man page mxglobalprotocolsettings and mxnodesecurity for details on using the
CLI.  Refer to the man page mxglobalprotocolsettings(4) and mxnodesecurity(4) for XML
formatting details.

To change a specific global protocol setting, use the following command:

% mxglobalprotocolsettings � s enable-snmp=true

The enable-snmp setting is one of many available.  All available settings are documented in the
mxglobalprotocolsettings(4) manpage.

A convenient way to change multiple protocol settings is to use an XML file.  The command to do this
looks like,

% mxglobalsettingsprotocol � s � f globalprotocol.xml

The globalprotocol.xml file might look like:

<?xml version="1.0" encoding="UTF-8"?>
<global-protocol-settings xmlns="http://www.hp.com/hpsim5.0.0.0">

<use-icmp-for-ping value="true" />
<default-ping-timeout-seconds value="5" />
<default-ping-retries value="2" />
<enable-wbem value="true" />
<enable-http-and-https value="true" />
<enable-snmp value="true" />
<default-snmp-timeout-seconds value="5" />
<default-snmp-retries value="1" />
<enable-dmi value="false" />

</global-protocol-settings>

To view the current global protocol settings in XML format, use the following command:

% mxglobalprotocolsettings � lf

Alternatively, you can have the settings displayed in a text format with,

% mxglobalprotocolsettings � ld

The command mxnodesecurity enables you to set WBEM and SNMP credentials.  Both commands
accept XML formatted data, either from a file or from the command line, and sets the protocol settings
accordingly.

Here are the commands to add a credential for WBEM and SNMP for the system “nodeName1”:

% mxnodesecurity � a � p wbem � c root:password � n nodeName1 ; WBEM ; WBEM
% mxnodesecurity � a � p snmp � c public:private � n nodeName1 ; SNMP

The -p and -c parameters must be provided.  The -n parameter is optional.  If provided, the credential
will be for the selected system only.  If not provided, the credential will apply to all systems known by
HP SIM.

http://www.hp.com/hpsim5.0.0.0
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The mxnodesecurity command can also use an XML file to add the credentials for WBEM and
SNMP to a list of systems.  For example,

% mxnodesecurity � a � f credential.xml

The credential.xml file might contain the following:

<?xml version="1.0" encoding="UTF-8" ?>
<nodelist>

<node name="nodeName1">
<credential protocol="wbem" username="root"

password="password"    />
<credential protocol="snmp" username="public"

password="private" />
</node>
<node name="nodeName2">

<credential protocol="wbem" username="root"
password="password"    />

<credential protocol="snmp" username="public"
password="private" />

</node>
</nodelist>

To remove the WBEM or SNMP credentials from a system use the following commands:

% mxnodesecurity � r � p wbem � n nodeName1
% mxnodesecurity � r � p snmp � n nodeName1

To remove credentials from a list of systems, use following command:

% mxnodesecurity � r � f credential.xml

Collecting inventory data
Now that you have the proper software installed on the managed servers and you have configured
the protocol settings on HP SIM, you can now collect and store detailed inventory data from your
managed servers.  This process is called data collection.  Data collection is automatically run during
discovery. However, you can also schedule data collection to run independently.

Discovery GUI
Discovery must be run so that HP SIM can learn about the servers you are managing.  After the
servers are discovered, system identification and data collection is performed, populating the HP SIM
database with the detailed inventory data you are looking to manage.

Discovery is configured by selecting OptionsDiscovery in the HP SIM GUI.  The Discovery
page appears.
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Figure 1 Indicate the system you want HP Systems Insight Manager to
manage.

Figure 2 Edit Discovery: System Automatic Discovery
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Figure 3 New Discovery

Select the default discovery task (System Automatic Discovery) by clicking on the radio button then
click Edit.  The screen shown in Figure 2 appears below what is shown in Figure 1.  Alternatively,
you can create your own discovery task by clicking New.  The GUI for creating a new discovery task
as in Figure 3 and Name field is “New Discovery Task 1” new task. Two radio buttons are
available.

1. Discover a group of systems
2. Discover a single system

From this page, select a name for the task, and optionally, configure an execution schedule, and enter
discovery ranges.

Name — Select a name for the task, or use the default name if editing the default discovery task.

Schedule— Configure a task execution schedule.  First, select the Automatically execute discovery
every:checkbox.  This activates the frequency and time selection boxes below the checkbox.  You
can select how often the task will run based on hours, days, weeks, or months, and at what time of
day.  For example, you can configure the discovery task to run every 2 weeks at 10:30 pm.

Ping includsion ranges and/or hosts files— Specify the IP ranges upon which discovery performs its
ping sweep to learn which IP addresses contain a manageable system.  You can provide IP address
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ranges, or individual IP addresses, and you can enter as many as you like.  If the number of IP
addresses across all the ranges is greater than 2000, a warning message is displayed indicating that
the task has been configured with a large number of addresses.  This message is provided as a
warning that discovery and data collection could take a while to complete.

Discovery CLI
The command mxnode enables you to add, delete, modify, identify, or list systems in HP SIM.
Before using mxnode, global protocol settings must be configured, and access credentials set, as
described above.  After systems are added, identification and data collection are automatically run.

Systems can be added using its host name or its IP address, and can be provided on the command
line or in an XML file.  Refer to the man page mxnode for command usage details, and the man
page mxnode(4) for XML file formatting details.

The mxnode command provides two methods to add a system:

% mxnode � a nodeName1 ipAddr1
% mxnode � a � f nodes.xml

The first example shows adding two nodes, one by its system name, and one by its IP address.  The
second example uses an XML file, “nodes.xml”, to add all of the nodes in the file.  After the nodes are
added, identification is run on them.  Here is an example of what “nodes.xml” might contain:

<?xml version="1.0" encoding="UTF-8"?>
<node-list>

<node name="nodeName1"/>
<node name="nodeNmae2"/>

<node>
<sw-attribute name="IPAddress">192.1.1.1</sw-attribute>

</node>
</node-list>

The syntax to modify and re-identify systems is:

% mxnode � m nodeName1 nodeName2
% mxnode � m � f nodes.xml

The -m option only accepts system names, unlike the -a option that also accepts IP addresses.

To remove nodes, use the -r option.  The –r option accepts system names, host names, or IP
addresses, or in conjunction with the -f option, the name of an XML file containing the names or IP
addresses of the systems to remove.  For example:

% mxnode � r nodeName1 ipAddress1 nodeName2
% mxnode � r � f nodes.xml

There are several formats available for displaying the existing set of systems in the HP SIM database.

% mxnode � l n [systemnames]
% mxnode � l d [systemnames]
% mxnode � l t [systemnames]
% mxnode � l f [systemnames]
% mxnode � l mpo

The systemnames parameter is an option list of one or more system names.  If provided, the command
will display the requested data just for those systems. Otherwise, the command will display the
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requested data for all systems known to HP SIM.
The -ln option displays the system names.  The -ld option displays detailed information for each system
in the database.  The -lt option displays the system name, the host name, the operating system name,
the date the system was added to the database, and the IP address for the systems in a tabular
format.  The -lf option displays detailed information for the systems in XML format.  Finally, the -lmpo
option displays systems from the database that have any management path objects (MPOs).  The man
page for mxnode contains a description of MPOs.

Note: mxnode � l works both with and without a space between the -l and the option selection.

To use the CLI to create an automatic discovery task, the simplest way is to copy the default System
Automatic Discovery task, modify the task name, task schedule, and IP address range fields, and then
create a new automatic discovery task.  The command mxtask is used to accomplish these steps.
Refer to the mxtask man page for a complete description of this command, and to the mxtask(4)
man page for a full description of the XML syntax for creating tasks.

To create a copy of the System Automatic Discovery task, enter the following command:

% mxtask � lf �System A utomatic Discovery� > autodisco.xml

This creates an XML description of the task in the file autodisco.xml.  Open the file in a text editor,
and modify the following fields:

<task name> — Change the name from System Automatic Discovery to a name you want.

<scheduleinfo> — Set the interval and time fields, defining when you want the task to run.

ipInclusionRange — Enter the IP address ranges you want discovered.

After making the changes, save the file.  Next, create the new discovery task by entering the
following command:

% mxtask � cf autodisco.xml

If you enabled periodic execution in the <scheduleinfo> field, the task will automatically run at the
time and frequency provided.  If you did not enable periodic execution, you must manually execute
the task by entering the following command:

% mxtask –e “TaskName”

TaskName is the name of the task entered in the <task name> field of the XML file.

Identification
Systems that reply to the ping sent out by discovery are next identified.  Identification is the process of
determining:

Management protocols available on the system (SNMP, WBEM, DMI, HTTP, SSH)
Type of system (server, storage device, and so on)
Product name of the system
Operating system name, type, and version
Associations, such as server in Complex
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HP SIM has a predefined identification task that runs daily, and when new systems are discovered.
However, you can run identification on a system, or collection of systems, at any time from
OptionsIdentify Systems.

Data collection
Once a system is identified, data collection is performed on the system.  Using the management
protocols identified, detailed inventory information is gathered from the system and stored in the HP
SIM database.  HP SIM has a predefined data collection task “Bi Weekly Data Collection” that runs
every two weeks on Saturday at 12:00 am.  This default data collection overwrites the default data
collection database entry for each system.

There are two ways the collected data can be stored.  As mentioned above, there is a default data
collection storage for each system in the HP SIM database.  The default data collection task, and data
collection that runs after discovery, both overwrite this data.  You can keep a history of data
collections for systems.  This is useful if you want to compare data collected on systems over time.  To
perform a historical data collection, select OptionsData Collection.

After selecting the systems for the data collection task, the Data Collection screen appears. Select
the Overwrite existing data set (for detailed analysis) if you want to overwrite the default
data; select Append new data set (for historical trend analysis) to create a new data set
that is appended to existing data sets.

Figure 4 Data Collection

Click Run Now to immediately start the data collection, or click Schedule and run the task at a
later time.

Note: Historical data collection increases the size of the HP SIM database over time.  The amount of
time historical data is retained in the database is determined by the RetainHistoricalDataTimeInDays
property in the file
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/etc/opt/mx/config/globalsettings.props.  The default value is 90 days.

Managing inventory data
Now that you have discovered the servers you are managing and have performed data collection on
them, HP SIM provides several mechanisms to view the data.

System Page
The System Page for a server displays basic information, like operating system type, version, and
so on.  The amount of data provided on the System Page varies based on the management
protocols installed and specific configuration items (storage, partitions, cluster, and so on).

A summary report for the system is available from the Tools & Links tab on the System Page by
clicking the Data Collection Report link under HP Systems Insight Manager Pages section.

Reports
Reporting enables you to view some or all of the data collected for one or more servers.  To run a
report, you select the servers, select the attributes you want reported for those servers, and then run
the report.

To create a report, select Reports>New Report.  From here, you can create a report and
save it, or you can run the report without saving it. Figure 5  shows the new report screen.

Figure 5 Create a new report

The area on the left shows the main categories of data that can be reported.  The “+” key expands
each category, which is useful when selecting specific items to report.  After you select an item, the Run
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Report button activates, enabling you to run the report without saving. If you enter a name in the
Report name field, the Save Report button is activated, enabling you to save the report.

Figure 6 and Figure 7 demonstrate the difference between showing all systems in the same table and
showing each system in a separate table.

Figure 6 Systems in the same table

Figure 7 Systems in different tables
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Finally, you can select one of three options for the report format: HTML, XML, or CSV.  XML and CSV
allow easy import of HP SIM data into applications used in your environment.

ReportsManage Reports enables you to create, copy, delete, modify, or run reports. Figure 8
shows the Manage Reports screen.

Figure 8 Manage reports

Predefined reports with their associated target groups are available.  For example, Array Controllers
– Servers, will be run against all the systems in the All Servers collection.  Select one of the reports by
clicking the radio button, and then clicking Run Report.  All the reports here can be displayed in
HTML, XML, or CSV format.  There are many more reports available than what is shown in the figure.
Use the scroll bar next to Target Systems column to scroll through all reports.

The report “HP-UX Server Report” was created from the New Report screen shown in Figure
5.   You can see that there are only two target systems.  To add more servers to the target list, or to
modify what is reported, select the report and click Edit.  First, you can modify the systems to report,
and then you can modify the reported attributes.  You can save the new report under the same name,
or give the report a new name.

You can also Copy any of the existing reports, Delete an existing report, or create a New report
by clicking the corresponding buttons.
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Snapshot comparison
The Snapshot Comparison feature enables you to compare data between two to four different servers
running the same operating system, or compare two to four historical data collections for the same
server.  You select the type of comparison, what attributes you want to compare, and HP SIM
generates a report showing all of the comparison results.

Selecting ReportsSnapshot Comparison launches the tool.  You select one to four servers in
Step 1.  Appropriate error checking is performed before proceeding to Step 2.  If you select one
server, it must have at least two historical data collections available; no more than four servers can be
selected.

In Step 2, you select the data collections to compare.  If one server was selected, select between two
and four of the available historical data collections for comparison.  If two to four servers were
selected, select one data collection from each server.

In Step 3, select one or more of the comparison categories as well as a baseline for the comparison.
The baseline is the data collection selected to which the remaining data collections will be compared.
After comparison categories are selected and a baseline chosen, Run Now launches the report.



16

Appendix – Use HP SIM to simplify managed server setup
If you are managing many servers, it can be time consuming to sign in to each server to download
and install all of the required software.  This section describes how you can create a depot containing
all of the software, and then create a tool in HP SIM to install the components.

Note: This tool is designed for an HP-UX installation of HP SIM.

Creating the depot
On the CMS, download all of the software required for both HP-UX 11iv1 and 11iv2 into the /tmp

folder.  The following steps create a tape depot that will be used. dirdepot can be any name you
choose.

% swcopy � s /tmp/<first file> -x enforce_dependencies=false \* @
/tmp/dirdepot

% swcopy � s /tmp/<2nd file> -x enforce_dependencies=false \* @
/tmp/dirdepot

�
% swcopy � s /tmp/<last file> -x enforce_dependencies=false \* @

/tmp/dirdepot
% swpackage � s /tmp/dirdepot � x media_type=tape @

/tmp/newdepot.depot

There will be one swcopy command for each WBEM component (B8465BA, providers, for both PA-
RISC and IPF, and both 11iv1 and 11iv2).  The result will be the file called newdepot.depot that
will be deployed to each managed server by HP SIM.

Creating the tool
Now, create a tool that will copy the depot to each managed server and install the contents.  HP-UX
knows how to extract the correct component for the OS version and hardware the OS is running on,
so the same depot will be copied to each managed server. Here is the skeleton of the tool:

<?xml version="1.0" encoding="UTF-8" ?>
<tool-list>
<ssa-command-tool name=�HPUX Deploy WBEM� revision=�1.0�>

<category>Local Tools</category>
<description>Copy WBEM components to the selected managed

servers and installs them.</description>
<comment>This tool copies the tape depot to the selected

servers and installs the contents. </comment>
<execute-as-user>root</execute-as-user>
<toolbox-enabled value=�true� />
<toolbox toolbox-name=�All Tools� />
<include-filter type=�protocol�>

<node-filter name=�SSH� ope rator=�ge� value=�1.0� />
</include-filter>
<ssa-block>

<command command-type=�stdout� log=�false�>swinstall � x
enforce_dependencies=false � s /tmp/newdepot.depot \*

</command>
<copy-block>

<source>/tmp/newdepot.depot</source>
<destination>/tmp/newdepot.depot</destination>

</copy-block>
</ssa-block>
<attribute name=�menu -path�>Tools|HPUX Deploy WBEM</attribute>

</ssa-command-tool>
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</tool-list>

Note: The toolbox name provided for <toolbox toolbox-name> must be a toolbox that already exists
in HP SIM.  Use mxtoolbox � lt to view a list of existing toolboxes.

Name the file containing this tool deploywbem.xml, for example.  To add this tool to HP SIM, use
the mxtool command:

% mxtool –a –f deploywbem.xml

After you add the tool, if any modifications are made, you must change the revision value in the third
line of the tool, and use the following command:

% mxtool � m � f deploywbem.xml

Otherwise, HP SIM will not modify the tool because it has the same revision.

Managed server setup
For the tool to function, you must setup the managed servers to accept tools.  This is done using SSH,
so you must install SSH “T1471AA” product, on each managed server.

After SSH is installed on all the managed servers, use Configure  Configure or Repair
Agents to create the authentication between HP SIM and the managed servers.  The first step
requires you to select the managed servers.  The second step “verify the selected managed servers”.
For step 3, uncheck everything except “Configure secure shell (SSH) access”, select the “Host based
authentication” radio button, then click “Next”. For Step 4, select “Use sign-in credentials” option or
“Use the following credentials for all systems.” option to provide the credentials ., then Click “Run
Now” .When the task completes, the managed servers can run tools sent to them from HP SIM.

CLI

Running the tool
As described above, the tool is located under Tools>HPUX Deploy WBEM>HPUX Deploy
WBEM.  After creating the .depot file and performing Managed Server Setup as described
above, launch the tool.  After selecting the managed servers, click Next to see the short description
of the tool.  Click Run Now to have the tool execute immediately, or Schedule to schedule task
execution for a later time.  When the tool runs, the file newdepot.depot will be copied to each
managed server, and any bundle in the depot that is not already installed on the managed server will
be installed.

Note: The swinstall command can take a few minutes to run depending on the number of bundles
being installed.  The SSH connection between HP SIM and the managed server will timeout before
swinstall completes, causing a failure to be reported in HP SIM.  This does not impact the execution of
swinstall on the managed server, but will prevent any further update of stdout to occur, preventing
you from monitoring progress on the managed server.  The following procedure can be performed to
remove the SSH timeout, allowing the task to come to a more graceful conclusion.

1. Open a terminal window to the server where HP SIM is installed.
2. Stop HP SIM:

% mxstop
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3. Edit the file /etc/opt/mx/config/mx.properties. Add the following line:

MX SSH TIMEOUT=0

4. Run ps –ef | grep mx to make sure all of the mx processes have been stopped. It can take
several minutes for all of the mx processes to stop, so do this periodically. If after 5 minutes there
are any mx processes left, manually stop them using the kill <PID> command.

5. Start HP SIM:

%mxstart

It takes several minutes for the HPSIM services to start. After a few minutes, run:

% mxuser –lt

If you get an error message immediately, wait a few minutes then try again. Otherwise, mxuser
returns with a list of users configured in HP SIM, indicating the services are all running.

After completing all of these steps, you can run the tool, SSH will not timeout, the task results will be
accurate, and information presented in stdou” will be accurate.
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