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Abstract

HP Systems | nshR ghltM)Mainsageae rf I(eHxi bl e management u
empl oying HP ProlLiant, Bl adeSystem, StorageWor k
how you can customize HP SIM to run the tools vy

| nduwuoti on

HP Systems Insight Manager i s tsteorf agendmdan aqe he
HP SI M is Jdaewealr dwama&gement product that support
ProLiant, Integrity and HP ™MBAD EVAyeXP,@adPtawys o

arrays. Through a single managemenXt 1viii eldX, olfdl PMi 2c
HRUX 11i v3, and Red Hat, and SuSE Linux, HP SI M
system di scovery aihed/eginde nvtiiefwi,c atnivoernt ory data ¢
core HP SI'M software uses Web Based Enterprise
capabilities required to manage all HP server p

While HP SI'M 5.1 comesh fadloleyp dogpeernat icomaranw and
advanced users can create custom tools and comn
their own environment. This paper describes met
f or specgiefmecn tmatnaas k s .

This paper assumes that readers:

Are familiar with | T administration policies a
Are familiar with the operating system platfor
Linux, UXor( UhH x) ] .

Are familiansiwbth Mhekept Eanguage (XML) data f
Have reviHPweSd2MIhbest al ICatnif 0 iy waudddi@sd HPShyest ems | ns
Manadgder2 Technical .Reference Gui de

Additional reference data is avai lndblne ihnt ntlh ep af
provide quick access to specific topics such as
documents | isted previously, the man pages, and

at the HP SIM inforomaitngnURL:brary at the foll

http://h18004. wwwl. hp.com/ products/ servers/ managemen

What i1is a tool definition file?

A key method of admémsg sitertimrgoumgh ts ol ieptsiyrsg . HP
architecture that uses tool definition files (T
the definitions of one or more tools used by HP
tool can be a script or an ecrzhlyedl ¢ of ielxe en@r ¢

HPSI'M to your specific business environment.


http://h18004.www1.hp.com/products/servers/management/hpsim/infolibrary.html

Tool types

HP SI M defines six types of tools described in

TablleTool types

Na me Description

Singyedwmre commadsisydwewmre (SSA) tool executes on a sel

tool OR Remote Ta he target system environment. | n exskut
facility (DTF) of the central management
one or more files to the target system,
SSA tool would be a tool that wraps p. co

Mul tdydteemr e commAanmulstyispleemmr e ( MSA) tool executes typical
t ool multiple target systems. When | aunched,
passed to all targets n atnhee xlaingptl.e Ao XWh

WeH aunch tool or AW&eb | aunch tool typically |l aunches in

tool in the GUI same frame as HP SIM and is specified by
|l aunch apptheatdonnot share HP SIM certif
separate frame.

Application | auncAn application | aunch tool is a batch fi

Tool in the GUI and can reference erewiirfdremrer bty \éirei &lolods t «
event information. An example of an appl
performs a task that is tied to the cont
three devices (A, B,hrama tCi)meslh(ei n otoHhe wdo
C) .

Automation tools Executed on the CMS and perform some act
systems.

Message driven toExecuted on the CMS and perform some act
systems.

HP SI'M allows you to easily create custom SSA,
create SSA, Web |l aunch, and Apgplipbhatti aseltaumdtler
menusr gusihe command | ine interface (CLI) as des

Creating custom tools manual

HP SI'M includes a CLI that all ows manual contro
to create yourt oooMns .culsheonGlzledi s accessible dire
client using SSH client software. Creating cust
XML file format and all ows greater fémxcbediimng
Tool el ements and structure

OThe el ements that comprise al itotod aifrces tphtaxktdld tb
which mark the beginning and the end of a TDEF

Table 2 provides descrs pdfi omsTDEF tihre tbhtaes i mr ep e

NOTE:
ltalicized texdd sthy ud dt bael rwapllwmae or dat a.




Tabl2eBasi c TDEF el ement s

El ement Synt ax Description

Tool type <tooltoygpe Defines the type of 4taumlc h()S SAd

name namen=a"me ofname. The name should be descr
t 0”0 guotafTfoohst ypemmarsdca meand-, web
<k ooltobgbel auncH,auapxph

Category <category>El ement used by HPooSIIsM floirmiotregd
</ categoryxhatacs. This i @auuasedifzart itomasl.b

Descriptiomdescripti ©Optional el ement that describe
</ descriptithe tool to the user and wil/l

the tase&kd.i s creat

Comment s <comment s> Optional el ement that expl ains
</ comment s>

o
=]
o)
D

Execute as<exeauatser >0pti |l ement that specifie

</ exexaser execute the command stfrinmg ecrt,

default to the user who create

I ncHidd er <incfudeer XOptional el ement that defines
</ i ncfliudteereperating system. El ements inv
effect ontweketbel will appear i

target selection when a task i

Tool bl ock<toolbtygpk>Heart of the tool that defines
<t oolbtygpkrtaken based on Arhreendpipd Aly@ecdgn

support parameter expansions s
can be passed oAppendiher€aol i st

options. Toola,t ywee = ssa, ms
Attribute <attribute>An expandabl ealliuet paf rsamédat ar
</ attributedded and/ or HPSIgM icrleide nfftorappl i c

all ows extending the tool defi

change. Must ioftlwule ather numtee.

attribute déAppengt koBs see

Not:e Replace italicized text with actual value ¢

Creating a custom SSA tool

This procedure uses the CLIloptydo ngr eaatye ex ema s @@ d
systetmarget system) and having it execute (inst
the access system.

This example illustrates the creation oéry cust
Wi ndows server SnaM.aglefd dognedPmanual ly, the admin
Wi ndows server and perform the following comman

Log on as Administrator

Access a network drive or por tfabpescurmteydpatach.exent a
andpgothat file to the | ocal dri ve

Use Start/Run or a command |ine prompt to ente
<instal |l path>\hpsecurity_patch. exe

Log off of the system

For this example, it is assumedtéeéhthi $her adend wmi
be able to quickly locate it Drept lome P Bi M meea u
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called Software Distribenabtkehadmi whenranwvoked
t ool

l1.Log into thhe vaMS dusuisreg name and password. HP
the operating system |l ogin.

NOTE:

Only administrators have command | ine access to HP SIM o
Wi ndows CMS. Ad mi AUIXS tLri antuoxr sSCMoSn mau sHP have root

capability.

2.0pen a tei mdoal or a command prompt window to

3.0pen a text editor and create a new file by 1t
foll ows:

<?xm version="1.0" encodi ng="UTF-8" ?>
<tool -list>

NOTE:
Your text edi tcoreamwnthyhdeixdbel evi th no
embedded formatting.

4 . Foll owing the | eadihgsXMtager st g pe adsdeanmmeads | n
tool nane=[MDMepl oy HP Security Patch® t o define the type and
revision st rkieregp itsr awcsked ft adi f ferent versions o
subsequent category, description, and comment
the user (the description and commehts$ wakltib
tool ).

<?xm version="1.0" encodi ng="UTF-8" ?>
<tool -list>
<ssa- command-t ool name="Depl oy HP Security Patch" revision=0.0E
<cat egor y>Sof t war e Managenent </ cat egor y>
<descri pti on>Depl oy HP Security Patch v.1 to the target
node</ descri pti on>
<comment >This tool wi |l deploy hpsecurity patch.exe to the
target Node. Please verify that the hpsecurity patch.exe is located in
C./tenp before depl oyi ng. </ comment >

5.Enter t heesi ®xrecalltement Wdninhsttahtee val deheheser w
permi ssions are allowed on the damasgetehement A
should di splay as foll ows:

<execut e- as- user >Adni ni st r at or </ execut e- as- user >

6. The ificloee el ement specifiemsatwhnghsyhatrawafriel
applied. For this ekxampke, dahtenstbboiwncbatdew

<include-filter type="o0s">
<node-filter nane="COSNane" operator="eq"
val ue="W NNT" />

</include-filter>



7.Fol Il owi ng ftihe miemakellude a bl ock el ement that is

command(s) to be executed. Enter the ssa bl oc
the specified destination and execute tig¢dhtwhet
executabl e i s dpsecamty pmechfekd. e name

<ssa- bl ock>
<command conmand-type="stdout" | og="fal se">C:\\Program
Fi |l es\\ hpsecurity_ patch. exe</ command>
<copy- bl ock>
<source>C:\\tenp\\ hpsecurity patch. exe</source>
<desti nati on>C:\\ Program
Fil es\\ hpsecurity_ patch. exe</desti nati on>
</ copy- bl ock>
</ ssa- bl ock>

NOTE:

The <destination> must be a directory that exists
Managed .sylshteemdefault file permission value used by
DTF for a file copy opremiagsionn iiss 755. I f another p
to be used, an explicit file permission command su
chhrod should be included in the copy block el ement f
security reaskHmsS|I RefFeahrniocadalheRef erence

Gui dfeor more i nformati on.

.Type the foll owing athtrsitbhauttees ewheemeen tt hceo dteo,o | w hy

HPSI M menu

<attribute name="nenu- pat h">Depl oy| Sof tware Di stributor</attribute>

.To finish the TDEF, enter the final t ool Il i st

</tool-list>

The fully composed TDEoF depl cay StShAe cHR ySe cowrli t )
systamchen execut e, should display as foll ows:

<?xm version="1.0" encodi ng="UTF-8" ?>
<tool -1list>
<ssa- conmmand-t ool nanme="Depl oy HP Security Patch"
revision=M. 0>
<cat egor y>Sof t war e Managenent </ cat egor y>
<descri pti on>Depl oy HP Security Patch v.1 to the target
node</ descri pti on>
<conment >This tool will depl oy hpsecurity patch.exe to
the target Node. Please verify that hpsecurity patch.exe is | ocated
in C/tenp before depl oyi ng. </ conment >
<execut e- as- user >Adni ni strat or </ execut e- as- user >
<include-filter type="0s">
<node-filter nane="COSNane" operator="eq"
val ue="W NNT" />
</include-filter>
<ssa- bl ock>
<command command-t ype="st dout"
| og="fal se">C.:\\ Program Fi | es\\ hpsecurity_patch. exe</ conmand>
<copy- bl ock>
<source>C:\\tenp\\ hpsecurity_ patch. exe
</ sour ce>



<desti nati on>C:\\ Program Fi | es\\
hpsecurity patch. exe</desti nati on>
</ copy- bl ock>

</ ssa- bl ock>

<attri bute name="nenu- pat h">Depl oy| Sof t war e
Distributor</attribute>

<attribute nanme="i 18n-attrs">TOO., nxt ool s</attri but e>

</ ssa- conmand-t ool >

</tool-list>

10Save the file. HP recommends using a file nam
Depl oyHPSecurityPatchv.1.xm.Ver itfhyat t he f wi & hnaime e XdME
Note that file ndXewpaemnraltiimwx ssyesud seHtsi vaer.e Tchaes e
by HP SIM to store tools is as foll ows:

- foUXHRNd Li niwar/epy/ak/eéauolss:
O for Wndows systenms: C\Pr ogr aWwPRSiylse £ ms | ns\itgphtl sManag

11To add the new tool to HP SI M, perfAddi hheapT
to HRP "SI M

For more information about sp&Sfpiec i $$A Saaatlriidbril
Appendi x Aspikfiod neggpeiecefmetnhiss paper.

Sample web | aunch tool

A web |l aunch tool | aunches an appbelcawilomunmehas
application “WebJet Admin” for a device selected
a pri nt<eab-block>hel ement (in bold bel ow) psryosvtiedne s
where WebJdJet Admin is ®Mnstsalulsedl. tOhes uphasyam@atnet t |

name. Theerbabloéthwxel ement can have a v aelnuaeb |oefd >t
el ement is true, it owi || be associated with the
enabd etsrusted user to disable the tooAppaendiherB
additional parameters. This tool | aunch€same” ao

WJAFr ame.

<?xm version="1.0" encodi ng="UTF-8" ?>
<tool -list>
<web- | aunch-t ool nanme="WebJet Adm n" nax-targets="1" revisi on=1. 0>
<cat egory>Local Tool s</cat egory>
<description>Vi ew properties of renbte printer via
WebJet Admi n. </ descri pti on>
<execut e- as- user >r oot </ execut e- as- user >
<t ool box- enabl ed val ue="true" />
<include-filter type="hardware">
<node-filter nane="Devi ceType" operator="eq" value="Printer"/>
</include-filter>
<web- bl ock accepts-targets="true">
<mai n-url >htt p: // host nane. domai n: 8000/ devi ce/ %/ </ mai n-ur| >
</ web- bl ock>
<attribute name="nenu-path">Tool s| System | nf ormati on</attri bute>
<attribute nanme="target-frame" >WAFranme</attri but e>
</ web- | aunch-t ool >

</ tbbbkt >


http://hostname.domain

NOTE:

I n pgrheev & » a ifhdsénane. domain shoul d be replaced

wiht t he fully qualified host name of where the WebJet
is running.

For more information about specific web IWLWKnchH
speci fi c saetcttriiobnuxien& Alopfp etnhdis paper. For more inf

stringsApper cgirx t©O

Sample MSA tool

The MSA tool executes on the CMS and is functio
and then is passed to al/l targets selected. The
SSH public key to the selected managed target n
devices on an HP single parttihtei oand nsienrivsetrr.a tToor dwo
Log on as Administrator on the CMS

Use Start/ Run or a command | ine prompt to ente
Mxagente@emfd{imodewmamesermameassword>

Repeat the c¢ommaamd efdors yesd cehnm

Log off the system

The “&dmcska>" el ement (inmkabdnbebafvd gi eqai aé¢ st h
and password parameters.

NOTE:

When the XWindows tool is launched, the system runni
browser must be running an XWindows server for the t
be visible.

<?xm versi on=[. 00encodi ng=WTF -807?>
<tool -list>
<msa- command-t ool nanme="Depl oy SSH Public Key" visible="true
schedul abl e="true" revision="2.1">
<cat egory>MP T ¢/cdt egory>
<description>Depl oys the HP Systems I nsight oMan HEF
Integrity and HP 9000 iLO(s). This key is r
t o execut e</desaninpairom>s .
<comment>l nst al | SSHcarmehbtl>i ¢ Keys
<include-filter type="hardware">
<node-filter nane="Devi ceType" operator="eq" val ue="MntProc" />
<node-filter nane="Model" operator="eq" value="HP Single Partition
Server, Managenent Processor" />
</include-filter>
<msa- bl ock>
<command command-type="stdout" |og="true">mx agent c ea f%(y
%n %z %Ju %is %2command>
<par anet er index="1" pronpt="User" required="true" />
<par anet er index="2" pronpt="Password" required="true" />
<execut i on- node>C M &/ execut i on- node>
</ msa- bl ock>



<attribute name="insert-separator”">t r<da&ttribute> <l-- Optional -->
<attri bute name="cust om page-

1">/ t askandj ob/ MpTool s/ Mp<lattsrt bauteb SISHK@yi©faP 1 . |

->
<attribute nanme="nenu-path">Con f i g/ atrt ei but e>
<attribute name="menu-sort-key">8 O& attribute> <!-- Optional -->

<attri bute nane="i 18n-attrs">T OOL , mx/tabtoilbst e>

<attribute nane="show cndl i ne">f a k/stet ri but e>
</ msa- comuand- t ool >
</tool-list>

For more information about specific MAVSAMpedi frie
attrideat espmencioX Ahis paper.

Sample Enabling Remote Desktop t o
Remote Desktop is a Microsoft feature that allo
Unf ortunat eDeys k tRoegpmoitse di sabl ed by default duri n
accessing the system without physically being p
create a custom TDEF to enable rembhe debktbpoan
Wi ndows 2003 server operating system. The follo
to create a menu item called Enabl e Remote Desk

<?xm version="1.0" encodi ng="UTF-8" ?>
<tool -list>
<ssa- conmand-t ool name="Enabl e Renpt e Desktop” revision=[1.05
<cat egor y>Sof t war e Managenent </ cat egor y>
<descri pti on>Change the registry value from1l to O to enable
renot e deskt op</descri ption>
<coment >The tool can be run on nultiple W ndows
syst ems</ comrent >
<execut e- as- user >Admi ni st r at or </ execut e- as- user >
<include-filter type="o0s">
<node-filter nane="COSNane" operator="eq" val ue="W NNT"
[ ></include-filter>
<ssa- bl ock>
<conmand command-type="stdout" | og="fal se">reg add
"hkl m systenm current control set\control\term nal server" /f [v
f DenyTSConnections /t REG DWORD /d 0</command>
</ ssa- bl ock>
<attri bute name="nenu-pat h">Confi gure</attribute>
<attribute name="i18n-attrs">TOOL, nxt ool s</attri bute>
</ ssa- conmand- t ool >
</tool-list>

Adding a TDEF to HP SI M

Afer you create a custom TDEF, to function you r
t hnext oed command, as described in the foll owing

1. At a terminal or c¢ommamdflfisnlee ppaotnpria me ype

NOTE:
For moratiohoamout mxt ool command parameters,
ref eéArppteandi x B: mxt ool .command parameters
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2. To use thetweb pmawtcbusly created, type:

nmxt ool [Ca Of /tool s/webjetadmnm n. xm

A successful TDEF addition results in a dialog box displaying the
fol | ow ng:

Successfully parsed tool file

Successful ly added tool named 8WebJet Adni n(d

Successful ly added 1 tool

Removing a TDEF from HP SI M

Removing a TDEF from HP S Mwheaoguiruasni umnaitaohset oo n
Removing a tool is not operating system specifi
prompt .

To remove a TDEF fmxotnorotPo ntnhavh,d uasse itnhet he f ol |l ow
mxtool O [Of /tool s/webjetadm n.xn

A successful TrDeEsFulrte monv atlthewidilal og box displayi

Successfully parsed tool file
Successfully renpved tool nanmed §WebJet Admi nO
Successfully renoved 1 tool

No t: e
| f a task or task results are tied to a tool, by def
be removedfom@&péeion is used in this case.

Modi fying a TDEF

Modi fying a TDEF all ows users to customize the
can be modified to fit with each customers busi

To modify a TDEF to exepetéoam ahei fbét ewi ngsest

1. Modify the Windows HP SIM tools to use the ne\

a.Navigate to the tools directory.
Ex a mpl\&r.ogram Fi | es\ HP\ Syst ens | nsi ght Manager\tool s

b.Search the tools directorwelfyo,r ytochue maoyo |l c rteoa tn
file from an exix$doi ncgo mnoaonld .usi ng t he
Ex ampkteol Of & netstat > netstat.xm

c.Ednetstasi rmla text edi tacsarserFilnidn e aicrh telxkee cXiM
E x a mpéxecut e- as- user >Admi ni st rat or </ execut e- as- user >

d.(Optional) Change the revision attribute-val
x foopeion on the mxtool command | ine:
Example: I n the SSA command tool sample code
revision=[.00 t oevision=1.10.

e. Rumkxtool to update the tool definition:
Ex a mprkteal Om [f netstat.xm [x force.

11



Configure each managed system that is to run t
account was wused to immasnaad e dnOgpyemtbISH, beé heor t det

a different account is used, then the admini st
Agents” tool on the systems (specifying the ai
or perform tshtee pfsal | owi ng

a.Add the administrator user to the passwd fil

system. d$&SkusenpluewUser Od MyDonai n Of [T \Program
Fi | es\ OQpenSSH\ et c\ passwdl

b. Rumxagentconfig on the CMS to confi gur e tphueb lai dcmiknei

user . Emxager toafiig -a -n <managed systent -u MyDomai n\ MyUser

No t: e

For more information about mxtool command par ame:
ref eArpptecndi x B: mxt ool .command parameters

This comelpdesedures for creating TDEFs manuall
to TDEFs, refresh the HP SI M GUI by selecting t

Creating custom tools with t

The HP SI M uswsyouhbequacé&! gl coeate custom tool s
intimately wit bwelhveoX#Mlatf drhrmatXML requirements f
as described previously for creating TeDERKs meanyu
saved and modi fied manually by advanced users a

The GUI provides new custom tools, which run on

Creating Custom Tool s

The HP SI'M GUI allows you to creatsecthptf ombhowl

Remote tool ( SSA)
CMS tool (MSA)
Web page tool

Creating a New Remote Tool

The remote tool all ows you to run a command on
configured on each target for the tool to run.

After you crealteg Bhaeaewolu s tdoins pilecaoylss i n t he
To create a new remote tool, open HP SI'M and pe

1.At the main HP SI'M windoWooPGu stthoem tToopo | nse n>u . Noeaw
Step 1New Chet omwT adfoprve aar s asFisdqhdbwen i n

12



FigulreHP SI' M New Custom -T&¢6 k:pwilonallowsel ecti on

2.SelRemot e , Toanld t Ner.t cHtiecpk N\2e wo fCutshteo mwT malow app
as shoFwng BireerFd g 8.ICeMS t oiosl sel ected by default.

Fi gu:eNew Custom ToodStwipifiddpw of Remote tool wind

H
w



