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Abstract
This paper identifies ways of managing HP servers with HP Systems Insight Manager (HP SIM)
deployed in the area of the network that is considered more secure than the standard production
network. This is not a best practices document. It provides information that can enable system
administrators to create management solutions appropriate for specific computing environments.

Introduction
Managing systems in a secure environment is a challenge that most system administrators face. It
requires a careful balance between critical security requirements and the need to effectively manage
and maintain the systems.

In many sites, the secure environment is the area of the network that sits between the corporate
servers and the Internet, usually separated from both by firewalls that restrict traffic flow. This
environment (Figure1) is commonly referred to as thedemilitarizedzone (DMZ). The security
challenges in the DMZ are similar to those in other areas of a network that require specialsecurity
attention.

Figure1:  Block diagram of generic corporate computing environment

Through three sample case studies, this paper explores options for managing HP systems in the DMZ.
It explains the benefits and risks associated with each option. Information in this paper should enable
system administrators to tailor solutions for their own computing environments, based on the levels of
management they need and the security risk level they are willing to take.

In Case 1, the majority of management protocols are prohibited from the secure network, and the
management they  need and the security restrictions.

In Case 2, a completely separate network is used for management. This solution has the benefitof
completely segregating management traffic from the primary network and allowing a full spectrum of
management capabilities. However, it is the most expensive option in terms of hardware and
infrastructure costs.

In Case 3, management protocols are allowed and management traffic is permitted to travel through
the firewall to HP SIM. This results in a fully featured management solution of measured risk.

The intended audience for this paper is engineers and system administrators familiar with existing
technology and servers. The paper does not attempt to define and explain all the security concepts
and topics mentioned. Instead, it refers you to resources containing that information. A glossary at the
end defines some of the terms used in the text.


